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New in This Document

The following table provides a description of new information added to this guide.

TABLE 1 Summary of Enhancements in Cloudpath Release 6.0

Configuring SAN Attributes on page
from request is available within SCEP 29

settings to enable or disable SAN value

utilization.

Support for SAN attribute The new checkbox, Use SAN values
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Overview of Issuing Certificates with the
Integration Module for Microsoft CA

The Integration Module for Microsoft™ CA allows network administrators to issue certificates from a Microsoft CA. As a network administrator, you
can configure Cloudpath for the Integration Module.

To implement certificate-based authentication on your WPA-2 Enterprise and 802.1X network, through EAP-TLS, you must set up a certificate
infrastructure, which includes a certificate authority (CA) for issuing client certificates.

The Cloudpath Integration Module for Microsoft CA allows Cloudpath to request TLS client certificates from your existing Microsoft CA
infrastructure.

While configuring a user’s device, Cloudpath prompts the user for credentials. It then generates a CSR, authenticates to the CA, and sends the CSR
to the CA via the Integration Module. The Integration Module, in coordination with the CA, authenticates the user and, if valid credentials are
provided, signs a certificate for the user. The characteristics of the certificate generated are dictated by the certificate template utilized. The
certificate is then streamed back to the Cloudpath Wizard, which installs it and configures the SSID to utilize it.

Cloudpath Enrollment System Microsoft Certificate Authority Configuration Guide, 6.0
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Overview of Issuing Certificates with the Integration Module for Microsoft CA

FIGURE 1 Cloudpath Integration Module for Microsoft CA

(‘
Microsoft CA
. (Optional)
———
Secure Wireless @

Network

NOTE
The Integration Module for Microsoft CA is essentially a sibling to the Microsoft Network Device Enrollment Service (NDES). Unlike

Microsoft NDES, which assigns all certificates to the SCEP_ADMIN user account, the Integration Module assigns each issued certificate to

the corresponding user account.
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Integration Module Specifications

Recommendation

It is recommended that you do not install the Integration Module on a domain controller. By default, you cannot run a web server on a domain
controller unless you change policy settings. Also, users typically do not have LOGON_INTERACTIVE rights for domain controllers, as they do for

other machines.

Deployment Requirements

Install on a Windows Domain-joined Microsoft Windows 2008 R2 (IIS) or greater web server.

Other servers in the network including the CA and DC can be Windows 2003.

The web server must meet Microsoft’s minimum system requirements.

The web server should contain a valid certificate to enable HTTPS communication.
Optionally, the Integration Module can be installed directly onto the CA or RA server.

Cloudpath must be able to interact with the CA via a URL. It strongly recommend that this URL be HTTPS to provide web server
authentication and a secure communication over your network.

The website that contains the CA's web interface should be configured for appropriate Anonymous authentication.

To allow communication between the Enrollment Server and the CA, ensure that your firewall is configured for ports 80/443 (HTTP/
HTTPS).

Cloudpath Enrollment System Microsoft Certificate Authority Configuration Guide, 6.0
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Deployment Process

Perform the following steps to deploy the Integration Module for Cloudpath:

Configuring Policies on page 13

Configuring the Certificate Template for the Microsoft CA on page 19
Adding RADIUS Policies to the CA Certificate Template on page 33
Downloading the Integration Module on page 49

Configuring the Web Server on page 51

Testing the System on page 55

What You Need

You need the following information to set up the Integration Module for Microsoft CA:

CA Host Name of the server with which the plug-in should communicate.

CA Name, which is the primary label for the CA within the Certification Authority snap-in.

Requires Attributes for the certificate template.

Cloudpath Enrollment System Microsoft Certificate Authority Configuration Guide, 6.0
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Configuring Policies

Policies allow for mapping incoming successful RADIUS authentication requests to a set of RADIUS response attributes based on dynamic conditions
of the request. Each policy has an associated RADIUS attribute group which defines the RADIUS response attributes (such as VLAN ID, filter ID, and
class). Each authentication is matched against an assigned list of candidate policies in sequential order. Criteria of a policy can include dynamic
conditions such as a user's physical location, username, or the time of day.

Policies can be used with EAP-TLS certificate-based authentications through configuration of the certificate template that generated the client

certificate.

The following procedure guides you first through creating RADIUS attribute groups for your policies, then creating the policies themselves. You must
create at least one RADIUS attribute group before you can configure a policy because a policy needs to have at least one RADIUS attribute group
available for selection.

1. Inthe Cloudpath Ul, go to Configuration > Policies.
2. Select the RADIUS Attribute Groups tab, then click the Add RADIUS Attribute Group button.

3. Inthe ensuing Create Radius Attribute Group screen, enter the information to create the group, then click Save.

NOTE
You can configure as many RADIUS Attribute groups as you want. One RADIUS Attribute group will later be assigned to each
policy you create.

An example screen and field descriptions follow:

Cloudpath Enrollment System Microsoft Certificate Authority Configuration Guide, 6.0
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Configuring Policies
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FIGURE 2 Create RADIUS Attribute Screen

Configuration > Policies > Create RADIUS Attribute Group m “
INUS A 1
Display Name: WLAN 1
Description
Assigned Policies:
Certificate Reply Username: Cenificale Commoen Mame (Default) b
WLAN 1D 1
Filter 1D:
Class
Reauthentication Seconds
& Ad

Display Name: The name of the RADIUS attribute group. This should be a descriptive name. It is visible only to Cloudpath
administrators

Description: Optionally, enter a description of this RADIUS attribute group. It is visible only to Cloudpath administrators.

Assigned Policies: This field lists the names of all the policies that are using this RADIUS attribute group. There will be no policies
listed here during the initial configuration of the group.

Certificate Reply Username: For certificate authentications, the RADIUS server replies by default with the username based on the
command name (CN) of the certificate. This username is used by some WLAN infrastructures as the username displayed within the
WLAN Ul. Options you can select for this field are:

- Certificate Common Name (default): Returns the certificate CN as the username.

- Enrollment Username: Returns the username from the enrollment record as the username.

- Enrollment Username + Device Name: Returns the username and device name from the enrollment record as the username.

- Certificate Unique ID: Returns the unique ID of the certificate as the username. This option provides anonymity but is traceable.
- Certificate Common Name + ID: Returns the CN of the certificate plus the unique ID of the certificate as the username.

VLAN ID: If this field is populated, the VLAN ID is included in the RADIUS reply to the controller for successful authentications.
Cloudpath sends Tunnel-Type, Tunnel-Medium-Type, and Tunnel-Private-Group-ID. If your network policy is wireless, the Tunnel-Type
value is VLAN, the Tunnel-Medium-Type value is 802 (this includes all 802 media plus Ethernet canonical format), and the Tunnel-
Private-Group-ID is the integer that represents the VLAN number to which group members will be assigned.

If the VLAN ID field is left blank, Cloudpath will not return a VLAN ID in the RADIUS reply; therefore the controller assigns the VLAN ID
based on its own configuration.

Filter ID: If this field is populated, the Filter ID is included in the RADIUS reply for successful authentications. If this field is left blank,
Cloudpath will not return a Filter ID in the RADIUS reply.

Cloudpath Enrollment System Microsoft Certificate Authority Configuration Guide, 6.0
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Configuring Policies

e  (Class: If this field is populated, the Class is included in the RADIUS reply for successful authentications. If this field is left blank,
Cloudpath will not return a Class in the RADIUS reply.

e  Reauthentication: The number of seconds included in the RADIUS reply for successful authentications. If the device stays connected
for longer than this period, the WLAN or switch requires that the device be reauthenticated. In wireless devices, this causes the
encryption keys to rotate.

e  Additional Attributes: You can add other attributes in the "Attributes" section of the screen by clicking the + button, and selecting the
desired fields and values. These attributes will be returned to the controller in an access-accept RADIUS server packet.

4. Configure your policies:
a. Inthe Configuration > Policies area of the Ul, select the Policies tab, then click Add Policies.

b. Inthe ensuing Create Policy screen, enter the information to create the policy, then click Save.

NOTE
You can configure as many policies as you want.

An example screen and field descriptions follow:

Cloudpath Enrollment System Microsoft Certificate Authority Configuration Guide, 6.0
Part Number: 800-73684-001 Rev A 15
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FIGURE 3 Create Policy Screen

Configuration > Policies > Create Policy m ﬁ

Policy Information

i Display Name: Building 1 on weekdays

1 Description:

Conditions

All conditions are optional. Note, some conditions only apply to cénain locations, and will ba ignored if used locations that they do not apply.
i Username [regex):
i S51D (regex):
i MAS ldentifier (regex): 4 Maiching Buik:ing 1 on weekdays
i RADIUS Realm (regex):
i DPSK Reference Name [regex):

i Allow by AD Group:

1 Specific Time: 4
When: WEEKDAY
Start: 7:30 AM
End 6:00 PM

1 RADIUS Client:

RADIUS Attributes

i RADIUS Attribute Group: VLAN 1 [Reply Username: ‘Certificate Common Name (D~

Display Name: The name of the policy. This should be a descriptive name. It is visible only to Cloudpath administrators
Description: Optionally, enter a description of this policy. It is visible only to Cloudpath administrators.

"Conditions": In the Conditions section, use any or all of these fields to create the matching criteria you desire so that the
appropriate policy gets applied to each user.

NOTE
You can use the asterisks that appear in some of the Conditions fields, when selected, to denote that any value is
acceptable in the place of the asterisk.

- Username Regex: When the user is prompted for credentials, the username specified by the user will be verified against
this regular expression for proper format. For example, ~d{8}$ will ensure that the user enters an 8-digit id.

Cloudpath Enrollment System Microsoft Certificate Authority Configuration Guide, 6.0
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Configuring Policies

NOTE

Due to the complexity of regular expressions, it is recommended to use this field only if you are experienced
with regular expressions. If you need assistance creating a regular expression to match your needs, contact
support.

- SSID (regex): A regular expression that lists any Wi-Fi SSID(s) to which you want to limit this policy.
- NAS Identifier: The Network access server (NAS) identifier to limit the policy.

NOTE
If you use this field, and no NAS Identifier is provided in the response, the policy will be "false" and will not get
applied to a user.

- RADIUS Realm (regex): The RADIUS realm to use in this policy, in the form of @company.com or company.com
- DPSK Reference Name (regex): A regular expression to test against the DPSK Reference Name.

NOTE
This field is applicable only when the policy is applied to a DPSK pool.

- Allow by AD Group: A regular expression that defines the usernames within the Active Directory that this policy allows.
- Specific Time: If checked, drop-downs appear where you can specify the days and times that this policy allows enrollment.
Be sure to click the Set button to set the desired time (see the following illustration):

FIGURE 4 Setting a Time for a Policy

i Specific Time: S

When: WEEKDAY ¥

Start: | 7:30 AM| |

e 7 :30 AM D
I RADIUS Client: Hour Minutes

BE0E

3| 4
RADIUS Attributes [+ ][2][s]¢] (z0][zs][30][ss]

BOoEn 5
B08 0 ooo0

i RADIUS Attribute Group: E

- RADIUS Client: If you check this box, you are presented with a drop-down where you can then select a RADIUS client if you
have already configured this client in the Configuration > RADIUS Server > Clients tab. This RADIUS client would then be
associated with this policy.

- RADIUS Attribute Group: From this drop-down, select the attribute group that you want associated with this policy.

The following illustration shows the Policies tab after one policy has been added. The information shown in the table
represents the policy configuration shown in the example in Figure 3. The attribute group name and its attributes come
from the attribute group name selected in the Create Policy Screen drop-down list. The RADIUS attribute information
shown below comes from the example in Figure 2.

Cloudpath Enrollment System Microsoft Certificate Authority Configuration Guide, 6.0
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Configuring Policies

FIGURE 5 Policies Table Example After One Policy Is Configured

Configuration > Policies

Policles RADIUS Attribute Gaoups

Asrinie Group Name OPSKRel  CertTemplato Rel = PEAP Rel
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Configuring the Certificate Template for the

Microsoft CA

The certificate template allows the certificates to be pulled from the Microsoft CA.

1. Navigate to Certificate Authority > Manage Templates.

2. Click Add Certificate Template to create a new certificate template.

3. Select Use a Microsoft Certificate Authority, then click Next. The following three screens show the complete Microsoft CA Certificate
Template Information configuration screen that is displayed. Sample data is shown in these screens, then described following the screens.

FIGURE 6 Microsoft CA Certificate Template Information - Part 1 of 3

Manage Templates > Create

Certificate Template Information

i Nama: Microsoft CA Template
i MNotes:
i Enabled? <

Microsoft CA Overview

it

Cloudpath intagrates with Microsoft CA via a DLL refermed to a5 the Integraton Modube.

The Integration Module OLL is placed on an 1S servef joined to the same domain as the Microsoft CA.
The IS Server and the Microsoft CA Server may be on the same maching, but separating them is
recommaended

Cloudpath Enrollment System Microsoft Certificate Authority Configuration Guide, 6.0
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FIGURE 7 Microsoft CA Certificate Template Information - Part 2 of 3

i/ URL of DLL:

i/ CA Host Name:

i CANamae:

i RequestAttributes:

i, CAChain:

i Key Length:
il Algorithm;

i Use Static Credentials?

Information Defined on IS Server

Cloudpath will communicate with the Integration Module DLL using HTTPS. To do 5o, Cloudpath will need (o knew the URL of the DLL

This is most commonly something similar to https-iserver. company.com

http:/1192.168.4,160:8052

Information Defined In Microsoft CA

The Imegration Module DLL will communicate with Micresoft CA using domain communication. To do so. Cloudpath will need 1o know

nformation about the host and the cer

msfi-ca.test.cloudpath.local
Cloupdath Networks MSRCA

Cerntificate Template:CustomUser

VI I SIIVIRARE T AVILITZ | EIIRRDIN T B IGIE WIWEYVIZTIR,
qAupgZlimN1v3jyg2bw
pIDgeTmYZq3CBoQs1xRgkmuNbe 19k7GURyG/TiwtzZy
hxPwEe Ih+Erzehtk
Bwj9/kgFpoHns6SZIKmwBHLTZCddNRSrbEcTOsuxJEF

2048

SHA-256 v
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Configuring the Certificate Template for the Microsoft CA

FIGURE 8 Microsoft CA Certificate Template Information - Part 3 of 3

RADIUS Options

i Alow Authentication via RADIUS: J

Assigned Candidate Policies: No policies have been assigned to this template. Polices may be assigned via the "RADIUS Policies” tab when managing an existing template.
i Default Access|{Mo Mateh): Ascept v
¥ Subject Values In CSR

Auto-Built Subject Supplied in CSR
(Detaui)

1 Supply CSR In Request:

4. In the Certificate Template Information portion of the screen, enter the Name and Notes for the certificate template, and make sure the

"Enabled" check box is selected.

5. Enter the URL of the DLL in order for Cloudpath to communicate with the Integration Module DLL using HTTPS.

NOTE
If you configure or change settings in the Microsoft CA certificate template, then you must download and install a new copy of

the DLL and files.

6. Enter the "Information Defined In Microsoft CA" settings:
® CAHost Name: The DNS name of the CA server.

e CA Name: The name of the CA, which appears in the Certificate Authority console.

NOTE
The CA Name should be the name of the CA as displayed in the Certificate Authority snap-in. On Windows, it also displays
in the Issued By filed when a certificate is viewed in the CertMgr.

e  Request Attributes: The attributes used when querying the CA. This typically includes, at a minimum, the certificate template name.
For example, Certificate Template:User.
o  CA Chain: Specify the CA Chain. The client configuration must include the root, and if applicable, the intermediate CAs. The

certificates should be concatenated together in PEM format.

o Key Length: The key length, as dictated by the CA, for certificate signing requests.
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o  Algorithm: The algorithm, as dictated by the CA.

e  Use Static Credentials?: By default, the system uses user-provided credentials when interacting with the Microsoft CA. Check this box
if you want to configure static username and password to use when interacting with the Microsoft CA.

The "RADIUS Options" section of the screen contains the following:

e Allow Authentication via RADIUS: If checked, the RADIUS server will contain policy information and RADIUS attributes (VLAN, Filter
ID, and so on) for this certificate template.

e Assigned Candidate Policies: Polices are not listed here until you assign one or more policies to this certificate template. After you
complete the configuration of this template, you can assign policies by referring to the instructions in the Adding RADIUS Policies to
the CA Certificate Template on page 33. Once added to a certificate template, policies are evaluated (in the order they are listed) for
each authentication so that this template can determine the corresponding RADIUS response attributes.

e  Default Access (No Match): When no policies are assigned, or when policies are assigned but no match is found against any of the
policies, the default access for authentication will either be accepted or rejected, depending on this setting.

Use the Specify Subject Values in CSR settings if you want to configure the subject of the CSR destined for Microsoft CA when the
template is set to "Supply in request."

Click Save. The five-tab view of the newly created template is displayed, as in the following example:

FIGURE 9 Microsoft CA Certificate Template Created

Certificate Authority > Manage Templates > Certificate Template <« Viow All Tomplates

General RADIUS Policies MNotifications SCEP Keys MSI Packages
Certificate Template
Name: Microsoft CA Template
Description:
CA Type: Micr

InUse: No
Workflow Usages: 0
Authorized Enrollments: 0

Issued Cortificates: O

Actlons: | Edit (®) Run Test

L]
*

RADIUS Policies: No RADIUS Polices Assighiad

Deafault Access(No Match): Accept

Summary: This tlemplate w

10. From this view, you can do the following:

e  Assign policies by clicking the RADIUS Policies tab. For more information, refer to Adding RADIUS Policies to the CA Certificate
Template on page 33.

e  Add notifications, SCEP keys, or MSI packages by clicking on the corresponding tabs.
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o  Click "View All Templates" in the upper right portion of the screen to return to a view of all configured templates, as shown in the
example screen below:

FIGURE 10 View of All Certificate Templates

Certificate Authority > Manage Templates

Certificate Templates
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Configuring Microsoft Intune in Cloudpath

The Simple Certificate Enrollment Protocol (SCEP) provisions new or renewed certificates to a device.

1. Configure Microsoft Azure based on the instructions provided in: https://learn.microsoft.com/en-us/mem/intune/protect/certificate-

authority-add-scep-overview#set-up-third-party-ca-integration

2. From the Cloudpath web interface, navigate to Certificate Authority > Manage Templates.

3. Click the icon.
The Certificate Template page is displayed.
4. Navigate to the SCEP Keys tab.
5. Under SCEP Keys, click Add SCEP Key.
The Create SCEP Key page is displayed.
6. Under the Validity Information section, set Challenge Password Type to Microsoft Intune.
The following new fields are now displayed:
e  Microsoft Intune Tenant ID
e  Azure Application ID

e  Azure Application Key
Populate these fields with the information retrieved from step 1 (App ID, Secret Key, and Tenant ID).

FIGURE 11 Microsoft Intune Configuration

Create SCEP Key

SCEP Kay haBRyOoKrUDIOMp Yol

VWhen possie. 30065510 e SCER Senver should be resincied 35 much 25 possibie. Shen not in use, the SCER ey should be asatied

H240206

el odsECommSCops. com

Microsoft intune

7. Create a Trusted CA profile in Intune by following the instructions in: https://learn.microsoft.com/en-us/mem/intune/protect/certificates-

trusted-root#create-trusted-certificate-profiles.
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Configuring Microsoft Intune in Cloudpath

8. Configure Intune SCEP Configuration by following the instructions in: https://learn.microsoft.com/en-us/mem/intune/protect/certificates-
profile-scep.

Configuring the Root CA may differ for different operating systems. For most operating systems, it is recommended to set Root CA to the
Intermediate CA of the Certificate Template. For Android™, it is recommended to set Root CA of the Certificate Template's chain.
NOTE

If you get an error during SCEP enrollment (for example, if the hash value is not correct), then it is recommended to set Root CA
to the Root CA of the Certificate Template's chain.
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Enhanced SAN Handling for SCEP Certificates

Feature Overview

When generating certificates using the Simple Certificate Enrollment Protocol (SCEP), the systems captures and utilize Subject Alternative Name
(SAN) values from the Certificate Signing Request (CSR). This helps Cloudpath to effectively leverage SAN attributes for certificate creation and
authentication processes.

This feature enhances SCEP certificate generation by allowing for the pass-through of SAN values from the CSR. When Microsoft Entra or Intune is
selected as the SCEP key, a new checkbox is introduced to control how SAN values are handled. The system now captures and preserves SAN values

from the CSR during the certificate generation process.
The new checkbox, Use SAN values from request is available within SCEP settings to enable or disable SAN value utilization.
The following SAN types are supported:

e  Other Name (UPN)

e RFC822 (email)

e DNSName

e  URL/URI

The process for configuring Intune and Cloudpath includes:

e  Configuring Azure by following the instructions documented here: https://learn.microsoft.com/en-us/mem/intune/protect/certificate-
authority-add-scep-overview#set-up-third-party-ca-integration.

e  Creating a SCEP key in Cloudpath.

e  Creating a trusted CA profile in Intune by following the instructions documented here: https://learn.microsoft.com/en-us/mem/intune/
protect/certificates-trusted-root#create-trusted-certificate-profiles

e  Configuring Intune SCEP by following this guide: https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep

By effectively managing SAN values during the SCEP certificate generation process, this feature empowers organizations to optimize certificate
utilization and strengthen overall security posture.

Requirements

This feature has no special hardware or software requirements for feature enablement or usage.

Considerations

This feature has no special considerations or limitations pertaining to feature enablement or usage.

Best Practices

e  Use SAN attributes for certificate creation and authentication.
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Enhanced SAN Handling for SCEP Certificates
Prerequisites

Employ the device ID from Intune for authentication purposes.

Use the Common Name (CN) as the user ID for eduroam.

Prerequisites

To use this feature, you need a Microsoft Entra ID or Intune account to access the appropriate application.

The following are the links to the Microsoft 365 Developer program and Intune:

28

https://developer.microsoft.com/en-us/microsoft-365/dev-program.
Configuring Azure and Intune: https://docs.microsoft.com/en-us/mem/intune/protect/certificate-authority-add-scep-overview.
Configuration Necessary Infrastructure: https://docs.microsoft.com/en-us/mem/intune/protect/certificates-scep-configure.

Microsoft Troubleshooting Logs: https://docs.microsoft.com/en-us/troubleshoot/mem/intune/troubleshoot-scep-certificate-profiles#logs-
for-windows-devices.

Create SCEP Profile in Intune: https://docs.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep.

Enroll Windows 10 Devices: https://docs.microsoft.com/en-us/mem/intune/user-help/enroll-windows-10-device.
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Configuring SAN Attributes

Follow these instructions to configure Azure: https://learn.microsoft.com/en-us/mem/intune/protect/certificate-authority-add-scep-overview#set-

up-third-party-ca-integration.

NOTE
Azure Active Directory is now called Entra ID.

Complete the following steps to configure SAN attributes.
1.  From the Cloudpath Enrollment System navigation bar, go to Certificate Authority > Manage Template.
The Certificate Templates page is displayed.

2. Click the manage icon next to the certificate name.

The Certificate Templates page is displayed.

FIGURE 12 Managing Certificate Templates

Certificate Authority > Manage Templates

Add Certificate Template

Certificate Templates

Common Name CA Reference RADIUS Palicy
Server Template @ Enabled Onboard ${SERVER_NAME} Jack Test Root CA T
) Results 1-1of 1 | [15« B & V8

3. Click SCEP Keys.
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Configuring SAN Attributes

4. Inthe SCEP Keys section, click Add SCEP Key.

The SCEP Keys page is displayed.

FIGURE 13 Adding SCEP Key

Authority > Manage Templates > Certificate Template m

Genera RADIUS Policies Notifications SCEP Keys M3 Packages Chromebook Enroliment

Name: S

The Create SCEP Key page is displayed.

Cloudpath Enrollment System Microsoft Certificate Authority Configuration Guide, 6.0
30 Part Number: 800-73684-001 Rev A



Configuring SAN Attributes

5. Inthe SCEP Key Information page, complete the following :

Display Name: Enter a display name.

Description: Enter a short description.

FIGURE 14 Configuring SCEP Keys to Use SAN Values
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In the Validity Information section, complete the following information.

Select Enabled: If enabled, the item is available for use. If disabled, the item is not available for use.
Expiration Date: Set an expiration date.

Allowed Subnets: If configured, only the IPs or subnets specified will be allowed to utilize the SCEP server using this key. Specify in
the semi-colon separated format similar to 1.1.1.1;192.168.4.1/24.

Blocked Subnets: If configured, the IPs or subnets specified will be blocked from utilizing the SCEP server using this key. Specify in the
semi-colon separated format similar to 1.1.1.1;192.168.4.1/24. Blocked subnets override the allowed subnets.

Challenge Password Type: Optionally specify a challenge password which must be provided by the client during the SCEP exchange.

- None: No challenge password will be required.
- Static: A static string challenge password will be required. The password must be 4 or more characters long.
- Microsoft Intune: A valid Microsoft Intune challenge password will be required.

Microsoft Intune Tenant ID: The Azure Tenant ID, this can be found in the Azure configuration portal.
Azure Application ID: The Azure Application (client) ID from the Azure configuration portal.
Azure Application Key: The Azure Application Key/Client Secret configured in the Azure Configuration portal.

Use SAN values from request: If selected, and the SCEP request contains URI, DNS, RFC822 (email), or User Principal Name Subject
Alternative Names then the first occurrence of those names will be used in the issued certificate. This will replace the SANs specified
in the Certificate Template.

NOTE
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The Use SAN values from request option is only available if a Microsoft Intune Challenge password type is selected.

e Days Of Access: Set the days of access. If greater than 0, this overrides the expiration date in the certificate template for certificates
generated using this key

e  Common Name #1 Mapping: The CSR created as part of the SCEP interaction will contain one or more common name (CN) values.
The system will treat the first CN as the type of value specified. Ignore. MAC address, usable as ${MAC_ADDRESS} in the certificate
template.

- If selected, the CN in the CSR at the index specified will be treated as the MAC address. Username, usable as ${USERNAME} in
the certificate template.

- If selected, the CN in the CSR at the index specified will be treated as the username. Device identifier, usable as $
{ROLLUP_DEVICE_NAME} in the template.

- If selected, the CN in the CSR at the index specified will be treated as the device name. Email, usable as ${EMAIL} in the
certificate template.

- If selected, the CN in the CSR at the index specified will be treated as the email address. Location, usable as ${LOCATION} in the
certificate template.

- If selected, the CN in the CSR at the index specified will be treated as the location.

e Common Name #2 Mapping: The CSR created as part of the SCEP interaction will contain one or more common name (CN) values.
The system will treat the second CN as the type of value specified. Ignore. MAC address, usable as ${MAC_ADDRESS} in the
certificate template.

- If selected, the CN in the CSR at the index specified will be treated as the MAC address. Username, usable as ${USERNAME} in
the certificate template.

- If selected, the CN in the CSR at the index specified will be treated as the username. Device identifier, usable as $
{ROLLUP_DEVICE_NAME} in the template.

- If selected, the CN in the CSR at the index specified will be treated as the device name. Email, usable as ${EMAIL} in the
certificate template.

- If selected, the CN in the CSR at the index specified will be treated as the email address. Location, usable as ${LOCATION} in the
certificate template.

- If selected, the CN in the CSR at the index specified will be treated as the location.

e  Common Name #3 Mapping: The CSR created as part of the SCEP interaction will contain one or more common name (CN) values.
The system will treat the third CN as the type of value specified. Ignore. MAC address, usable as ${MAC_ADDRESS} in the certificate
template.

- If selected, the CN in the CSR at the index specified will be treated as the MAC address. Username, usable as ${USERNAME} in
the certificate template.

- If selected, the CN in the CSR at the index specified will be treated as the username. Device identifier, usable as $
{ROLLUP_DEVICE_NAME} in the template.

- If selected, the CN in the CSR at the index specified will be treated as the device name. Email, usable as ${EMAIL} in the
certificate template.

- If selected, the CN in the CSR at the index specified will be treated as the email address. Location, usable as ${LOCATION} in the
certificate template.. - If selected, the CN in the CSR at the index specified will be treated as the location.

6. Click Save.
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Template

You can add as many policies as you want, but only one policy can be associated with a given user. For a user to successfully connect to the network,
the user must be a match for at least one policy (or you can allow users to connect even if they do not match a policy).

Steps to Add Policies

Follow these steps to add a policy from the RADIUS Policies tab of a configured certificate template:

1. If you are not already in the RADIUS Policies tab of a configured certificate template, go to Certificate Authority > Manage Templates to
view all existing certificate templates:

FIGURE 15 Certificate Templates View

Certificate Authority > Manage Templates
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2. Click the wrench icon for the Microsoft CA template.

3. Inthe ensuing screen, click the RADIUS Policies tab, then click Assign Policy. The Select Policy Drop-down list appears, as shown in the
following example list. The policies that you have already configured are available for you to add:

FIGURE 16 Select Policy Drop-down List

Select Policy x

A Select the policy to use.

Policy: Building 1 on weekends v

Building 1 on weekends

Username and RADIUS Realm

Cancel Save
Building 1 on weekdays
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Policy Rules

4. Select the policy you wish to add, then click Save.

5. Continue to add policies as you desire. If you have added all available policies, you will receive the message: " All Defined Policies have
been assigned."

Policy Rules

The following illustration shows an example of how the page appears after three policies have been added:

FIGURE 17 Policies Added to Microsoft CA Certificate Template
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When Rone of the policies are matched, th default access will be: Accept

e  There may be many policies whose criteria are matched by a user, but the first policy that is a match is the one that gets applied. For
example, if you have three policies, as shown above, the order in which you have them listed is the order in which they will be tested for
matches with an enrolling user.

NOTE
You can use the arrows in the screen show above to list the policies in the desired order. If you want to remove a policy from
being used in the template, click the X next to the policy, then confirm the removal of the policy when prompted.

e  Because the "Building 1 on weekends" policy is listed first, the matching criteria in that policy (listed in the Policy column) will first be
checked against an enrolling user. If there is a match, the policy is applied to the user (meaning that the attributes listen in the Attributes
column are applied to the user). If there is no match, the next policy ("Building 1 on weekdays") is checked against the enrolling user, and
soon.
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NOTE
If none of the policies match a specific user, the default access setting (configured when you create a certificate tempate) is

used to either accept or reject the user. In the example above, at the bottom of the illustration, the default access it to accept

the user because that is how the field was set when the certificate template was configured.
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Testing Policies

You can test your policies to be sure they are working as desired before you implement them in a live environment.

The following screen shows an example of three policies that have been added to a Microsoft CA Certificate template. To get to this screen, go to
Certificate Authority > Manage Templates, click the wrench icon next to the desired certificate template, then click the RADIUS Policies tab.

FIGURE 18 Three-Policy Example
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When Rone of the policies are matched, th default access will be: Accept

Test Policy Evaluation - Example 1

1. Click the Test Policy Evaluation button (see the screen above).

2. Inthe ensuing Test Policy Selection screen, enter the values that would be provided during user enrollment to determine which policy, if
any, is a match. The screen below contains sample values, which are described below the screen:
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FIGURE 19 Test Policy Selection - Example 1 Values

Configuration > DPSK Pools > DPSKs > Test Policy Selection m m

User, Radius and Controller Values

Provide the values below that the user, RADIUS and the contraller would provide and the matching policy will be determined.

i Username: bobb@company.com

i SSID: SSID

i | Authentication Groups: DEMO\domain users DEMO\bob

i NASID: Building 1 on weekdays

i DPSK Reference Name UserDe

i Authentication Date: 20200518

i|  Authentication Time 5:20 PM

i!  Client Short Mame: 0.0.0.0/0

Policies

Mame Description Policy Attributes

NAS Id (Regex): ‘Building 1 on weekends® VILAN: "2

Building 1 on weekends
i Weekends Only From: 12:00 AM To: 12:00 PM

NAS Id (Regex): ‘Building 1 on weekdays' VLAN: '1*

Building 1 on weekdays
i - Weekdays Only From: 7:30 AM To: 6:00 PM

Username (Regex): 'bob™ VILAN: '3

U ¢ RADIUS Real
L — RADIUS Realm(Regex): ‘@company.com’ Filter ID: "flter 1D 10°

The sample values shown above have been entered to test that the "Building 1 on weekdays" policy will be applied to users who match
the criteria defined by that policy (refer to the information in the "Policy" column in the figure above).

NOTE

The sample values can include fields that are not configured in a policy, and could still be a match for the policy. For example,
there could be a value entered in the Client Short Name field in the example above, and it would have no impact on the results
of the policy evaluation test because none of the three policies shown above show a value for Client Short Name (as evidenced
by the values shown in the Policy column for each policy).

e Username (required): Must be a valid username that your Cloudpath system will accept when this user attempts enrollment.

e  SSID: Matches the Wi-Fi SSID name for the connecting device. If this field is populated, this will match only the Wi-Fi based
connections.
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Authentication Groups (required): The list of groups returned from a user (as configured in your authorization server; you need a
workflow step that requires authentication to an authorization server for the user to have groups).

NAS ID: The NAS ID that is expected to be returned from the controller. In the example above, the value "Building 1 on weekdays" is
entered because it matches the NAS ID of the "Building 1 on weekdays" policy.

Authentication Date: The date on which the user would attempt to authenticate. In the example above, the date is on a weekday
because the "Building 1 on weekdays" policy specifies weekdays only for authentication.

Authentication Time: The time when the user would attempt to authenticate. In the example above, the time is 5:10 p.m., which falls
in the range of 7:30 a.m. to 6 p.m. that the policy specifies for authentication.

Client Short Name: RADIUS Client-Shortname expected to be returned from the controller.

3. Before you click the Apply button, check the values you have entered. In the above example, the expected behavior is:

a.

The values entered in the upper portion of the screen are first compared to the policy named "Building 1 on weekends" because that
is the policy listed first (see Policies section in the screen above). However, you can see that the values entered for testing do not
match the conditions shown in the Policy column for the "Building 1 on weekends" policy.

The values entered are next compared to the second policy in the list, which is the "Building 1 on weekdays" policy. You can see that
the values entered for testing all do match those listed for this policy. Therefore, the expected behavior is that, when you click the
Apply button, the "Building 1 on weekdays" will indicate a successful match, and the corresponding attributes would be applied to
the enrolling user.

To confirm these results, now click the Apply button. The following response is received:

FIGURE 20 Test Policy Selection - Example 1 Results

o Policy was selected based on the provided criteria:
Name: Building 1 on weekdays
Policy: NAS Id (Regex): 'Building 1 on weekdays', Weekdays Only From: 7:30 AM To: 6:00 PM

Radius Attributes: VLAN: "1'

Test Policy Evaluation - Example 2

1.  Click the Test Policy Evaluation button.

2. Inthe ensuing Test Policy Selection screen, enter the values that would be provided during user enrollment to determine which policy, if
any, is a match. The screen below contains sample values, which are described below the screen:
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FIGURE 21 Test Policy Selection - Example 2 Values

Configuration > DPSK Pools > DPSKs > Test Policy Selection m

User, Radius and Controller Values

Provide the values below thal the user, RADIUS and the controller would provide and the matching policy will be determined.

i Username: bobb@company.com
i SsiD: SSID
i!  Authentication Groups: DEMO\domain users DEMO\bob
i’ NASID: 54-EC-2F-D3-D5-4C
i) DPSK Reference Name UserDevice_123
i Authentication Date: 20200512
i Authentication Time 5:10 PM
i/ Client Short Name: 0.0.0.0/0
Policies
Name Description Policy Altributes

MNAS Id (Regex): ‘Building 1 on weekends' VLAN: "2

Building 1 on weekends
e Weekends Only From: 12:00 AM To: 12:00 PM

NAS Id (Regex). ‘Building 1 on weekdays’ VLAN: 1"

Building 1 kda
wicing T on weeReas Weekdays Only From: 7:30 AM To: 6:00 PM

Username (Regex): ‘bob™ VLAN: '3
RADIUS Realm{Regex). "@company.com’ Filter 1D "filier ID 10"

Usemame and RADIUS Realm

The sample values shown above have been entered to test that the "Username and RADIUS Realm" policy will be applied to users who
match the criteria defined by that policy (refer to the information in the "Policy" column in the figure above).

Before you click the Apply button, check the values you have entered. In the above example, the expected behavior is:

a.

The values you entered in the upper portion of the screen are first compared to the policy named "Building 1 on weekends" because

that is the policy listed first (see Policies section in the screen above). However, you can see that the values entered for testing do not
match the conditions shown in the Policy column for the "Building 1 on weekends" policy. For example, the "Building 1 on weekends"
policy includes a Regex value of "Building 1 on weekends," but the sample test values entered in the screen above do not include any
value for NAS ID, eliminating any chance of a match to this policy.

The values entered in the upper portion of the screen are next compared to the policy named "Building 1 on weekdays" because that
is the next policy listed (see Policies section in the screen above). However, you can see that the values entered for testing do not
match the conditions shown in the Policy column for the "Building 1 on weekdays" policy either. For example, the "Building 1 on
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weekdays" policy includes a Regex value of "Building 1 on weekdays," but the sample test values entered in the screen above do not
include any value for NAS ID, eliminating any chance of a match to this policy.

c. Thevalues entered are next compared to the third policy in the list, which is the "Username and RADIUS Realm" policy. You can see
that the values entered for testing all do match the conditions listed for this policy: A username in the form of bob* (where the * can
be replaced with any value) and a RADIUS realm (in the username field for the sample test values) in the form of company.com.
Therefore, the expected behavior is that, when you click the Apply button, the "Username and RADIUS Realm" will indicate a
successful match, and the corresponding attributes would be applied to the enrolling user.

d. To confirm these results, now click the Apply button. The following response is received:

FIGURE 22 Test Policy Selection - Example 2 Results

o Policy was selected based on the provided criteria;
Name: Username and RADIUS Realm
Policy: Username (Regex): ‘bob*, RADIUS Realm(Regex): ‘@company.com’

Radius Attributes: VLAN: '3’ Filter 1D: 'filter 1D 10'

Test Policy Evaluation - Example 3
1.  Click the Test Policy Evaluation button.

2. Inthe ensuing Test Policy Selection screen, enter the values that would be provided during user enrollment to determine which policy, if
any, is a match. The screen below contains sample values, which are described below the screen:
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FIGURE 23 Test Policy Selection - Example 3 Values

Configuration > DPSK Pools > DPSKs > Test Policy Selection m m

User, Radius and Controller Values

Provide the values below that the user, RADIUS and the controller would provide and the matching policy will be determined.

il Username: james@company.com

i S3ID: SsiD

i Authentication Groups: JEMO\domain DEMO\bob DEMOuallowed BUILTINwsers

i NASID: 54-EC-2F-D39-D5-4C

i/ DPSK Reference Name UserDevice 123

i} Authentication Date: 20200521

i) Authentication Time 10:52 PM

i) Glient Short Name: 0.0.0.0/0

Policies

Mame Description Policy. Altributes

NAS Id (Regex): ‘Building 1 on weekends’ VLAN: 2

Building 1 Kend
NS SRR Weekends Only From: 12:00 AM To: 12:00 PM

: MAS Id (Regex): '‘Building 1 on weekdays® VLAN: '1*
Building 1 on weekda
o 2 Weekdays Only From: 7:30 AM To: 6:00 PM
Username (Regex): bob™ VLAN: '3

U nd RADIUS Reall
semame a ealm RADIUS Realm(Regex): ‘company.com’ Filter 1D: "filter 1D 10

The sample values shown above have been entered to test that no policy will be applied to users who do not match the criteria defined by
any of the policies belonging to the certificate template (refer to the information in the "Policy" column in the figure above).

3. Before you click the Apply button, check the values you have entered. In the above example, the expected behavior is:

a. The values you entered in the upper portion of the screen are first compared to the policy named "Building 1 on weekends" because
that is the policy listed first (see Policies section in the screen above). However, you can see that the values entered for testing do not
match the conditions shown in the Policy column for the "Building 1 on weekends" policy. For example, the "Building 1 on weekends"
policy includes a Regex value of "Building 1 on weekends," but the sample test values entered in the screen above do not include any
value for NAS ID, eliminating any chance of a match to this policy.

b. The values entered in the upper portion of the screen are next compared to the policy named "Building 1 on weekdays" because that
is the next policy listed (see Policies section in the screen above). However, you can see that the values entered for testing do not
match the conditions shown in the Policy column for the "Building 1 on weekdays" policy either. For example, the "Building 1 on

Cloudpath Enrollment System Microsoft Certificate Authority Configuration Guide, 6.0
42 Part Number: 800-73684-001 Rev A



Additional Policy Information
Viewing Policy Information

weekdays" policy includes a Regex value of "Building 1 on weekdays," but the sample test values entered in the screen above do not
include any value for NAS ID, eliminating any chance of a match to this policy.

c. Thevalues entered are next compared to the third policy in the list, which is the "Username and RADIUS Realm" policy. You can see
that the username does not match the conditions listed for this policy, eliminating any chance of a match to this policy. Therefore,
the expected behavior is that, when you click the Apply button, you should receive a message indicating that no policies matched,
but that the user is still accepted onto the network. provided that the " Default Access (No Match)" field was configured to "Accept"
a user if there was no policy match. You can confirm this is true for the example Microsoft CA Certificate template by checking Figure
18.

d. To confirm these results, now click the Apply button. The following response is received:

FIGURE 24 Test Policy Selection - Example 3 Results

o When no policies are matched: Accept

Viewing Policy Information

To view your currently configured policies, go to Configuration > Policies in the Ul, and be sure to highlight the Policies tab.

The following table shows you an example of what a policy table looks like after three different policies have been created and assigned to DPSK
pools, certificate templates, or PEAP.

FIGURE 25 Policy Table Example

+ MNama DPSKRol. Cor Template Fol PEAP Rl
- on wee e Q ]
Q 7 Bu on weekends ama (D¢ 5

7 sernamig and BADIUS Re 0

You can use the policy table as follows:

Cloudpath Enrollment System Microsoft Certificate Authority Configuration Guide, 6.0
Part Number: 800-73684-001 Rev A 43



Additional Policy Information
Viewing Policy Information

TABLE 2 Description of Policy Table

+ ° You can view details of the policy by clicking on the magnifying glass icon (for an example of the Policy Information
screen that gets invoked, see Figure 26.

. You can edit the policy by clicking on the pencil icon.

° If the policy has not yet been assigned (such as to PEAP, a certificate template, or a DPSK pool), there will be a X next to
the policy name. Clicking that X deletes the policy. However, in the example above, all three policies are in use;
therefore the - sign denotes that you cannot delete the policy as long as it remains in use. You would first need to
remove the policy from where it is being used before you can delete the policy from the table shown above.

Name The name of the policy as configured in the Display Name field in the Policy configuration screen, an example of which is shown in
Figure 3 on page 16.

Policy All the conditions that you set when you created the policy are listed in this column. For example, the "Building 1 on weekdays"
policy conditions are the ones that were configured in the example shown in Figure 3 on page 16.

Attribute Group Name The name of the group that has been selected in the RADIUS Attribute Group drop-down when the policy was created. For the
"Building 1 on weekdays" policy shown in this example, the group name VLAN 1 matches the selection that was shown in the
example in Figure 3 on page 16.

Attributes Lists all the attributes that were set for the corresponding RADIUS attribute group name. For the "VLAN 1" attribute group name
shown in this example, the attribute "VLAN 1" is listed because that is the only attribute that was set during the configuration of
the VLAN 1 RADIUS attribute group name, as shown in Figure 2 on page 14.

NOTE
The "Reply Username" attribute applies only to certificate templates.

DPSK Rel, Cert Template Rel, The number of times that a policy has been assigned to each category of authentication.
and PEAP Rel

FIGURE 26 Policy Information Screen Example

Policy Information

Name: Building 1 on weekdays
Description:
Conditions: NAS Id (Regex). ‘Building 1 on weekdays',
Weekdays Only From: 7:30 AM To: 6:00 PM

RADIUS Attribute Group: Reply Username: 'Cerlificate Common Name {Defaull)’,

VLAN: "1
Relationships
Type Location Usage Count
PEAP PEAP 4]
DPSK DPSK Pool 17 i}
CERTIFICATE username@byod.company.com 0
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The screen above indicates that the policy is currently being used by PEAP, one DPSK pool, and one certificate. The "Location" column of this screen
in the Ul provides live links to the specific configuration areas where the policy is used.

The Usage column will be incremented each time a device is assigned to the policy in question. Also, If a device then gets assigned to a different
policy and later gets reassigned to its original policy, the usage count of the original policy will be incremented.

Viewing RADIUS Attribute Information

To view your currently configured RADIUS attribute groups, go to Configuration > Policies in the Ul, and be sure to select the RADIUS Attribute
Groups tab.

The following table shows you an example of what a RADIUS Attribute Groups table looks like after three different RADIUS attribute groups have
been created.

FIGURE 27 RADIUS Attribute Groups Example

Policies RADIUS Attribute Groups

RADIUS Attribute Groups

Policy Count Altributes Timestamp
Fd VLAN 1 1 Reply Username: "Certificate Commeon Name (Default)’, VLAN: *1' 20210118 1509 MST
f VLAN 2 1 Reply Username: "Certificate Common Name {Default)’, VLAN: 2 20210118 2024 MST
f VLAN 3 and Filter ID 1 Reply Username: "Certificate Common Name (Default)’, VLAN: "3°, Filter 1D: "10° 20210118 2025 MST
Rogults 1+ 3613 | s v B &) v

You can use the RADIUS Attribute Groups table as follows:

TABLE 3 Description of RADIUS Attribute Groups Table

+ ] You can edit the RADIUS attribute group by clicking on the pencil icon.

. If the RADIUS attribute group has not yet been assigned to any policy, there will be a X next to the name. Clicking that X
deletes the group. However, in the example screen shown above, all the groups have already been assigned to at least
one policy; therefore the X is not selectable, which denotes that you cannot delete the group as long as it remains in use
by one or more policies. You would have to edit the policy itself to remove the RADIUS attribute from the policy if you
then want to delete the RADIUS attribute.

Name The name of the RADIUS attribute group as configured in the Display Name field in the RADIUS Attribute Group configuration
screen, an example of which is shown in Figure 2 on page 14.

Description Any optional description that was entered in the configuration of the RADIUS attribute group.

Policy Count The number of policies that the RADIUS attribute group is currently assigned to.
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TABLE 3 Description of RADIUS Attribute Groups Table (continued)

Attributes Lists all the attributes that were set for the corresponding RADIUS attribute group name. For the "VLAN 1" attribute group name
shown in this example, the attribute "VLAN 1" is listed because that is the only attribute that was set during the configuration of
the VLAN 1 RADIUS attribute group name, as shown in Figure 2 on page 14.

NOTE
The "Reply Username" attribute applies only to certificate authentications.

Timestamp Time that the RADIUS attribute group was created.
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Switching Pre-Release-5.8 Microsoft CA
Certificate Templates to Policy-Assighed
Templates

Microsoft CA Certificate templates are created differently in Release 5.8 (and later) from prior releases. If you have older Microsoft CA Certificate
templates in your system, you can continue to use them the same way in 5.8 or later, or you can convert them to the policy-type templates that are
created in Release 5.8 going forward. Once you switch an old template to the new policy-type format, you cannot revert back to the pre-5.8

template configuration.
Follow the steps below to convert an old certificate template to the policy-based template:
1. Inthe Ul, go to Certificate Authority > Manage Templates, then click the Wrench icon for the desired certificate template.

2. Onthe ensuing screen, click the Edit RADIUS Attributes button in the "RADIUS Attributes (Non-Policy)" portion of the screen. The

following screen is then displayed.
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FIGURE 28 Modify Microsoft CA Certificate Template Configuration Screen: Pre-Release 5.8 Template

Certificate Authority Manage Templates Modify Certificate Template RADIUS m “
Options

Certificate Template

Name: username@byod company.com
RADIUS Options
I:] Login BY Certificate When a de\r.lce au:her‘ttuc.a'.ey. uging a ce:.tuf:;;L:e-l rr.am this template, Cloudpath will rélurn
bty sample com RADIUS attnbutes based on the information below.
/——_—\\ﬁ These aftributes may be used 1o apply a dynamic VLAN, an ACL, or other connection
\\—i—/ Q oo
RADIUS Policies
& VLAN: 50

i) Allow Authentication via RADIUS:

i Switch to Policy based Attributes.

i) Reply Username: Certificate Common Name (Default)  ~

i Allowed $51D(s):

i! VLANID: [ex. 50 or BYQD]

i Filter ID:

1 Class: 4
i Reauthentication: ex. 86400] Seconds
= Add
NOTE

Be sure to take note of the existing values of the fields shown in the screen above because you will re-use these values when
you create a new RADIUS attribute group.

Under RADIUS Options, check the "Switch to Policy-Based Attributes" box.

On the ensuing screen, select your settings in the "RADIUS Options" portion of the screen, then click Save to complete the process of
converting the certificate template to the policy-based template.

Select the RADIUS Policies tab and add any desired policies. For instructions on adding policies, see Adding RADIUS Policies to the CA
Certificate Template on page 33.
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Downloading the Integration Module

The Integration Module for Microsoft CA is downloaded from the Cloudpath Certificate Templates page. It downloads as a compressed Zip file.
Perform the following steps to download the Integration Module:

1.  Go to Certificate Authority > Certificate Templates.
2. Onthe Certificate Templates page, click the download icon @ to download the Integration Module.

FIGURE 29 Download Integration Module for Microsoft CA

Certificate Templates

The certificate templates listed below define the properties embedded into a certificate when it is issued. Some properties are static
and remain the same for every certificate. Other properties are calculated or use variables, allowing them to differ per certificate

based on the user and/or their device. Add Template

' p Template 1: Onboard template Server Template L OBt T4
b Template 2: Onboard template BYOD Policy Template fFODG
b Template 3: Onbeard template Guest Policy Template A OR T
b Template 4: Onboard template username@test.company.com fFo@d
» Tamplate 5: Microsoft CA template BYOD Template PO IKS

Summary:

Setup:

Status:

CA Type:

‘CA URL:
Credentials:

CA Host Namae:

CA Nameé:

Request Attributes:

This template will issue certificates from & Micreseft CA. This requires that the Integration Module is installed on a Microzsft Windsws 2008 R2 or
greater web server joined to the domain. It may be installed directly on the CA or on 2 separate server.

Ta install or update the Integration Madule, dowinload the Integration Madule ZIP package. The setup guide for the Microsaft CA Integration Module
can be found on the Suppeort tab.

et Available

Microsoft CA
https://ca.company.com
User-Provided
ca.company.com

Sample Corp Istuing CA
CertificateTemplate: User

HMotifications: No neotifications currently exist. Add
SCEP Keys: No SCEP keys currently axist, | Add
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Configuring the Web Server

O VEHI Y ROIE SEIVICES. ...uveeiiieeetieiee ettt ettt e eeeettt e e e e e eetaareeeeeebsaseeeeeesssaaeeeeeessaasaeeeessssseeeeeassssseeseessassseseensssseeeesesnsseeesensrens 51
o Set Up the INtegration MOdUIE WEDSITE. .........iiiiiiiiii ettt ettt e e ae e e sabe e e s abeeesabaeessbeeessbaeessbaaessssaans 52

The Integration Module is placed in 1S on a Windows 2008, 2012 or 2019 Server. The server may or may not be on the same server as the CA, but it
must be on the same domain as the CA. At a minimum, the web server must have the ASP.NET role services installed.

The following diagram illustrates how the different systems work together, including the communication ports between the components, and where
the different pieces of data reside.

FIGURE 30 Example of Cloudpath with Microsoft CA in a Network

Windows Domain
Communication

Integration
L& Module DLL §

Perform the steps in the following procedures to set up your IIS server.

Verify Role Services

Perform the steps in this procedure to verify the role services in the Service Manager.

1. Open the Server Manager.
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Set Up the Integration Module Website

2.

3.

In the left tree view, expand Roles, and select Web Server (lIS).

FIGURE 31 Role Services Installed on the 1IS

~ Role Ser{Brs 21 installed

Role Service | status
Ca Web Server Installed
&5  Common HTTP Features Installed
& Static Content Installed
. Default Document Installed
s Directory Browsing Installed
a HTTP Errors Installed
HTTP Redirection Not installed
WebDAV Publishing Not installed
¢, Application Development Installed
i ASP.NET Installed
Ss .NET Extensbility Installed
ASP Not installed
CGI Not installed
& ISAPI Extensions Installed
& ISAPI Filters Installed
Server Side Indudes Not installed
F4  Health and Diagnostics Installed
b R HTTP Logging Installed
Logging Tools Not installed
&a Request Monitor Installed
Tracing Not installed
Custom Logging Not installed
ODBC Logging Not installed
g  Seaurty Installed
b Basic Authentication Installed
Windows Authentication Not installed
Digest Authentication Not installed

In the right window, scroll down to the Role Services section. In the list, locate ASP.NET, and verify that it has the Installed status.

To add the Integration Module Website, perform the following steps:

52

1.

2.

On the file system, locate the folder where the Integration Module will reside.

In most cases, the physical path is similar to C: \inetpub\cloudpath.

Create this folder and unzip the downloaded plug-in file into it.

The folder should contain the files Default.aspx and Web.config, among others.
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Configuring the Web Server

Set Up the Integration Module Website

3. Inthe lIS Manager, locate and select the Sites item in the left tree.
4. Right-click and select Add Website.
5. Name the site Cloudpath.

FIGURE 32 Site Structure in 1IS Manager

"'-'E Internet Information Services (IIS) Manager
@E} | P » MSFT-WEB-2008 b Sites » Xpres
Ele View Help
Cometins pe /xp)
€-id|2 |8 P
5 Start Page )
=93 MSFT-WEB-2008 (MSFT-WEB-200¢ | Fiter:
L2} Application Pools ASP.NET
=[] Sites
= € XpressConnect =
-] config %
&5 bin NEY
Authorizati
NET Roles
i f
Machine Key
s
B
Authentication
«| [ b Iu_: Features Vie
Ready

6. Setthe IP address, port, and host name appropriately.
7. Set the physical path to the folder created above (for example, C: \inetpub\cloudpath), and click OK.
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Multiple Certificate Templates

If using multiple certificate templates (for example one for staff, https://msft-ca.testcompany.com/ staff, and one for guests,
https://msft-ca.testcompany.com/guests), create a parent application for https://msft-ca.testcompany.com, and two
child applications for staff and guests.

NOTE
The parent and child applications must be set up with Anonymous Authentication Type.

In multiple certificate template configurations, the parent application cannot contain the plug-in files (Default.aspx, Web.config, etc.). You
must download the plug-in files into the corresponding child application directories.

For example, download the plug-in files from the staff certificate template and place them inthe https://msft-ca.testcompany.com/
staff application directory, and download the plug-in files from the guests certificate template and place them inthe https://msft-
ca.testcompany.com/guests application directory.
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Testing the System

After the Integration Module is deployed, you can test the communication between Cloudpath and the Microsoft CA. The query allows you to enter
user credentials and verify interaction with the configured Microsoft CA.

To verify communication between Cloudpath and the Microsoft CA, perform the following steps:

1. From the Certificate Templates page, click the Test Integration Module icon LB

2. Onthe Test Microsoft CA page, enter user credentials to verify Microsoft CA interaction with Cloudpath, and click Continue.

The Microsoft CA Test page displays the results of the query.
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Troubleshooting

DNS

Verify that the Microsoft CA can resolve DNS.

CA Name

Verify that CA name is correct. The CA name is case-sensitive.

ASP.NET Installed on the IIS Server

If the Application Settings icon does not appear on the IIS server, verify that ASP.NET is installed on the IIS server. The entire ASP.NET icon set, which

includes Application Settings, will not display if ASP.NET is not installed.

ASP Hosting Permissions

If you receive the following Security Exception error when trying to access http://site/?action=INFO, this typically indicates that the web

server cannot use the files.

FIGURE 33 Security Exception Error

G._‘. e LA AR B0 Tamis 1 £ = & | [ ipreneConeet Evplma | 2 fawiming Lo mpin o iy U (D) e Sty Sty | L Chemsdpers 1A S s - .
G (82 e Tpaetes Jesk by
% P | nanon of g e b Agtierataghemangn, Peoos  Hed ’?Urom =

Server Error in '/' Application.

Security Exception
Description: The appicaton sfemghed o poronm an oferstion rol alowed by Te seounty pobcy. To grant Ten appdcaion the reguned permnion please Contact your Byabem admevinaion of Changs T apphcatons fnat level n e configuraton e

Exception Details: System Seounty SecuntyEnteplon Reques! tor T permeson of B Systen Vel AsphietostrgPemescn, Syatem, Verson o 0 00, Culunesneutral, Pubiaey Tokens b Talcl Hdde0iy taled

Source Erron

dled excepiion was generated during the execus
m atack trace Below.

of the curren: web regiest. Infor=aticn pegarding the origin and loca
Sraahk Teace:

[Sl‘(u?‘ty(h(t?l"‘lﬂ meguest for the permizsion of type "Systes web. Mme!mthmmuum System, Versions2.0.0.0, culturesneutral, PublickeyTokensb?TalcS61934e089° Failed.])

System. Reflection. Assembly. CetType(String name, Boolean throwOnError, Boolean ignorefase

Sy vem. web, UL Uil &lw‘r‘cﬂﬁhﬂﬁ'l?ﬁ?lﬂdvnuﬂm nsit-bhu 5-!”“9 lw-ﬂ“k Boolesn w»«:‘:nrl 201

Sys tem, web, UL, Terp lateParser, Get Type (S TypeName, Boolean ignoreCas !wlean |h¢v-ml ror) &

Syd Lo, web, UL, TemplateParier, ﬁ'm{eh—lrh!rihlur‘hk!ﬂr‘ baseT Ftring (M“TMEWNH 3tring Src, Azsembly assesbly) «10SHE044

System. web. UL TemplateParser, MTFFO(H&'HI1N}l?ﬂt‘wlltf‘bbl(l(lﬂ Ltlwry parseata)

Wiradon [nformation: Moot MET Framewon Verson 2 0 50737 L5307, ASP NET Viersan 20 50737 4527

Tia

she exceptiion can be identified using the

The key piece of information in this error message is System.Web.AspNetHostingPermission. When Internet Explorer encounters the files in the

Integration Module zip files, it flags them as originating from the Internet, and blocks them.

To verify this, right-click one of the Integration Module files and view the Properties. With the General tab selected, in the Security section, you see

amessage: This file came from another computer and might be blocked to help protect this computer.
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Troubleshooting
Restart the IIS Server

FIGURE 34 Integration Module Zip Files Properties

H CERTCLIEMTLib.dIl Properties I

General I Security I Detalz I Frevious Yerzions I

(-1 IEEHTELIENTLib.dII

Type of file:  Application extension [ dil)

Opens with:  Unknown application Change. ..
Location: C:ainetpubsxpoes-8007™bin
Size: S50 KRB [3.728 bytes]

Size andisk: 120 KB [12.208 byvtes)

Created: ‘resterday, Februarp 07, 2014, 11:46:40 P
M odified: Taday. February 02, 2004, 12 minutes ago
Aocesced: Yezterday, Februam 071, 2014, 17:46:40 P

[~ Hidden didwanced... I

SEculy: Thiz file came fram another
computer and might be blocked o Limloels I

help protect this computer,

Attnbutes: r i

| K, I Cance| | Spply |

To correct this issue, check each file in the directory and Unblock any files that are listed as Blocked.

Restart the IIS Server

To apply these changes, the IS Server must be restarted from the root node.

NOTE
Restarting the application does not apply the changes. You must restart the IIS server from the root node.

Failing Microsoft CA Test

Testing the Integration Module from the Certificate Templates page could result in failure and display a number a error messages as shown.
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FIGURE 35 Sample Error Messages for Failed Microsoft CA Tests

Troubleshooting
Failing Microsoft CA Test

Microsoft CA Test

© Microsoh CA did not Issue certificate.

Test: Will attempt to connect (o the web server.

VAl query fhe followsng hifps ickoudpattest moe povi. nveny hirmi
Status Code. 200 (0K)

Responss Succrss

& Web server comectly responded.

Test: WAll attampt to query configuration information from the arver

VWil query the followang s //cloudpatiwed moe govt N 7acton=VERIF YAENROLLMENT _SYSTEM_ID=Account- Tdfacod®- 78584171 -al 1b-32306/02895c
Status Code 200 (OK)

Responsn

A\ Info: Web server did not return configuraticn information.

ENROLLMENT_SYSTEM_ID=Account-TafsccdS- T85a-41 T 1-af - 2200002805

Test: WAll iry to connect o web server without credentials to snsurs server requines
AR queny The fofiowang without credentuais. itps | cloodpatiwed: moe govi nz Pachon= INFO
Status Code 200 (0K)

Response

© Wb server did not requine authentication.

Thes is mos! iely due 10 the Integrason kodule not rusting s paricalar sysiem Thes will not affect runtime behanvior. @ simply prevants the dispiay of the nbegration module’s configurabon nforrmatbion Thes can be rescived by addng/'editing the followng 0 ApD Seftings n IS

L=

To resolve the issues, perform the following steps:

1. Download the zip files as mentioned in the Downloading the Integration Module on page 49.

2. Extract the contents of the zip file into the IIS server and added the application in the 1IS Manager.

NOTE
The zip file usually contains the following information:

FIGURE 36 Contents of the Zip File

This PC > Local Disk (C:) > inetpub > cloudpath » v 0
b Name Date modified
App_Data 25/01/2022 1:22 PM
xpc-ca 25/01/2022 2:47 PM
_j index 25/01/2022 1:06 PM
) verify 25/01/2022 1:06 PM
__| Web.config 25/01/2022 2:48 PM

Search cloudpath

T;pé

File folder
File folder
HTML File
HTML File

CONFIG File

Size

1KB
1 KB
3KB

3. Add the xpc-ca directory as an application in IS Manager.
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Troubleshooting
Failing Microsoft CA Test

NOTE
The xpc-ca directory icon changes after it is converted into an application as shown.

FIGURE 37 Xpc-ca Directory as An Application

v ¥ cloudpath
| App_Data

-

¥ xpc-ca

4. Copy files index.html and verify.html into the xpc-ca directory.

5. Configure the URL required for Cloudpath to communicate with the Integration Module to /cloudpath/xpc-ca. See Configuring the
Certificate Template for the Microsoft CA on page 19 for more information.

FIGURE 38 Configuring the DLL URL

Information Defined on lIS Server

i’ URLofDLL: https://de1.ruckus.lab/cloudpath/xpc-ca
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